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MpoxwBaet: Anmartbl
"paxpaHcTBO: KasaxcTaH, ecTb paspelleHue Ha paboty: KazaxcTaH
He rotos k nepeeaay, He rOTOB K KOMaHAMPOBKaM

MNMeHTecTep

Cneuvnanuaaumu:
— Cneupanuct no MHopMaLMoHHol 6e3onacHocT
— CWCTEMHbIA agMUHUCTPATOP
— AHanuTmk
— CuCTEMHDBIV MHXEHEP
— TecTtnposlwmk
3aHATOCTb: NpoekTHas paboTa, YacTuyHas 3aHATOCTb
I"padovk pabotbl: yaaneHHas pabota, rmbkuii rpadpuk
XenatenbHoe Bpems B nyTu Ao paboTbl: He Bonee yaca

Viions 2021 — Bank RBK, AO

HacToslllee BpeMA

7 mecsiueB o
dDurHaHCcoBbIN CEKTOp

* baHk
HayanbHuk cny>|<6b| pearnposaHnsa Ha MHUMOEHThI 1=

MoHWTOPYHI cobbIThii 1 MHUMOEeHTOB UB.

AHanus v ynpasneHve ys3BrMOCTSIMA.

PaccnenosaHne MHUMOEHTOB.

Koppensuus npaswn 1 asTomatnsaums pearmpoBaHnus Ha MHUMAEHTbI.

BHeppeHve nponykToB ans 6onee NonHOro BUAeHbS NPOLECCOB B MHAPPACTPYKTYPE U Nyylero 06HapyXeHust
aHomanui.

CkaHunpoBaHue BHELWHEN 1 BHYTPEHHEI CETU Ha YS3BUMOCTH.

Mowuck cnabbix MECT B TOMUKE 3aLUThI PA3NUYHBIX MCMOb3YEMbIX PELIEHUI, C MOCNEAYIOWM aHANM30M
BapuaHTOB UX YKPENNEHMS.

MoparoToBka BHYTPEHHEro KMHEpPronmroHa co cneumanbHo YsI3BUMbIMIA CEPBUCaMM, CEPBEPaMU, LOMEHOM,
Insi 0By4eHUs Konner Ha HarpaHbiX NpuMepax atak, crnocobax 3awmTbl U paccnefoBaHns atak.

AHanna ncxoQHoOro Koaa craTuyHbIMM aHanmaaTtopamm solar in code n sonar qube.

®espans 2018 — Bank RBK, AO

Wionb 2021

3 roga 6 mecsues .
®PUHaHCOBbIA CEKTOP

* baHk

[ naBHbIA MEHEOXEP YNPaBNEeHMS No MHAPOPMaLUMOHHO 6e3onacHOCTM oTaena
nporpamMMHo-annapaTrHon 3awmnTbl



HacTpoiika n nopaepxka cepBepHoii MHAPPACTPYKTypbl noapasaenequs Vb Ha 6ase vmware
Ob6ecneyeHune He30MacHOro Bx/MCX. TpaHcnopTa nouThl(BCE HavmHas ¢ spf/dmarc/dkim, 3akaHunBas
HaCTPOWKON CraM, KOHTEHTHOW 1 aHTUBUPYCHOW (hunbTpaumm C MCNONb30BaHWEM Kak enterprise peleHui,
Tak 1 open source)

MpepnocTtaBneHue ya. 4OCTyNa ¢ MynbTUChAKTOPHON aBTopusaLmert Ha 6ase openvpn

Ob6ecneyeHune MmakcumarnbHol 3awmTsl Ha MK, cepeepax(windows/linux) 1 6aHkoMaTax ¢ NoMOLLbIO
aHTmBUpyca Kacnepckoro ncnonbays Bce KOMMOHEHThI endpoint security

3akpbiTrie ysI3BUMOCTEN 11 ycTaHoBKa 0OHoBNeHUIA ¢ nomowbio Kaspersky Security Center
Monrotoska 1 KOMaHAHoe ycrewHoe noareepxaeHve ceptudovkauum PCI-DSS 1pu ropa noapsia.
MeHTecT 1 ayant 6e30nacHOCTY BHEWHNMX U BHYTPeHHUX VIC BaHka, a TakxXe KapTOYHOro CerMeHTa.
Ayout web npunoxeHun.

Mwnot, BHeapeHve n HacTpoiika WAF.

OnbiT paboTbl co ckaHepamm ysissuMocTein Nessus, qualys, netsparker, accunitix.

Mouck 1 aHanus obwenoctynHoi nHgpopmaumm (OSINT/RECON)

Centa6p 2019 — OO0 UTFNno6anKom
MapT 2021

1 ron 7 mecsues

MMeHTecTep

MpoBeneHVe BHELWHUX N BHYTPEHHUX TECTOB Ha NMPOHWKHOBEHWE | T MHppacTpyKTypbl pasnmnyHbIX
CPMHAHCOBBIX U CTPOUTENBHBIX OPraHn3aLmii

OSINT/RECON

PekopaHoe BpeMms B3sTMe aAMVHUCTPATOPA LOMEHA MPU BHYTPEHHEM NEHTECTE C MOMEHTA MONy4eHus
ZocTyna B CETb 3akasymka - 1 vac.

Anpenb 2016 — AO "KCX "Standard Life"

®espanb 2018

1ron 11 mecsiues .
®DuUHaHCOBBIV CEKTOP

» CTpaxoBaHue, NepecTpaxoBaHne
CuvcTeMHblin agMuHUCTPaTop

Ob6s3aHHoCTU: 0b6ecneveHre becnepeboliHol paboTbl cepBepoB U pabounx ctaHumii B O 1 dounmnanax;
obecneyeHre NHpopMaLIMOHHOM Be30MacHOCTY; HAacTpoka 6e30MacHOCTU BHELIHENO NEPUMETPA;
pasrpaHuyeHne 0ocTyna BHyTPpY CETU.

LocTuxeHuns:Nokynka cepBepoB 1 HEOBXOANMON TEXHUKM.

Beopg B akcnnyaTaumtio Hoeoro cepeepHoro (HP DL380 G9) u ceteBoro obopynosaHus HP 1920-24G,
nepeHoC W BbIBOA, U3 SKCMNNyaTaLumn CTapbiX CEPBEPOB.

HacTpolika nnaHa pesepsHoro konuposaHus Acronis Backup for VMware.

AnomunncTtpuposarue HP MSA 2040 SAN, cosaaHve RAID MaccmBoB 1 HaCcTpoiika NoaKMo4eHNs No
OMTOBOMOKHY.

YcrtaHoBka u HacTpolika ¢ Hyns PFsense, HacTpoiika pasHbix OpenVPN tyHHenew: Mikrotik-PFsense,
PC-PFsense, Android-PFsense, Macbook-PFsense ¢ pasHbiMu ypoBHaMM wndoposaHus; Ipsec(PSK):
PFsense-Cisco ¢ nepecekatowmmmcs BH. cetamu; HacTpoiika Hat; Micnonb3osaHne OpenDNS; Suricata IPS.

YcrtaHoska n HacTtporika ¢ Hyns ScrollOutF1(Debian) n Kaspersky MailGateway.

Mepexon ¢ Exchange 2010 Ha 2013, AD ¢ 2008 R2 Ha 2012 ¢ nooHATAEM YPOBHS paboTbl AoMeHa.
Brenperune ServiceDesk ot ManageEngine, EventLog Analyzer.

AyouT naponer nonb3osBartenein KoMnaHuw.

B 06s13aHHOCTM BXOAMT BECb 06EM HavaibHka OUT.

SHBapb 2016 — KC>X Grandes

Anpenb 2016

4 mecsaua o
®PUHaHCOBbIN CEKTOP

+ CTpaxoBaHue, NepecTpaxosaqume

HavanbHyk oTaena nHopMaLumoHHbIX TEXHOMOM I



OkT56pb 2014 —
OkT56pb 2015
1 ron 1 mecsy

®espanb 2012 —
Hos6pb 2013
1 ron 10 mecsiues

Asryct 2008 —
®depanb 2012
3 ropa 7 mecsues

KoopanHaums paboTtbl CUCTEMHOrO agMUHUCTPAaTOPa 1 NPorpamMMmncToB 1c.

[MnaHnposaHne BekTopa passutng IT komnaHmn.

CornacosaHve 6ionxerta IT Ha roa.

Mokynka cepBepoB 1 HEOOXOAUMON TEXHWKN.

Beop B akcnnyaTaumio HOBOro CepBepPHOro 1 ceTeBoro 06opynoBaHUs, NEPEHOC 1 BbIBO, U3 aKCMnyaTaumm
CTapblx CEPBEPOB.

Mwurpaums cepsucos.

KEJIET, AO

MpomblwneHHoe 06opyAoBaHME, TEXHIKA, CTAHKM U KOMNEKTYoLMe
» Obopy.noBaHWe 1 CTaHKW 05 [oObIBAIOWEN, SHEPreTNYEeCKON, HedpTEra3oBoM U XMMUYECKOA OTpacu
(nponBuxeHue, onToBas TOProsns)
» ObopynoBaHve 1 CTaHKK Ans AobblBatoWe, SHEPreTUYecKoi, HedpTEra3oBol U XMMUYECKO OTPACIN
(npon3BoaCTBO)

Cu1CTEMHBIN aaMUHUCTPATOP

ALMrHUCTPUpOBaHMe cepaepos Ha 6ase 3xWin 2008 R2(2xDC+1xRDP),
ESXi:1x1c&MSSQL,1xFreeBSD(Openfire - kopnopatnsHbiii 4ar), 1xKerio connect(nouytoseivi cepsep),
3xKerio Control(npokcu cepsep), 1x1c&MsSQL2008, 1xWSUS(cepsep 06HOBREHNIA),
1xServiceDesk(cnctema yueta 3asiBok 1 obpalleHuii nonb3oBaTenei)

PerynsipHbiii ayamMT CNOXHOCTY 1 CTOMKOCTY K noabopy naponei nonb3osatenei LOMeHa.
OTcnexuBaHne 1 NPepoTBpaLLEHNEe aTak XakepoB U3BHE.

Hactporika RAID10 13 6 sas anckos ang knacrepa 1c.

lMnaHosoe pe3epsHoe konuposaHue (Acronis Backup&Recovery).

Hactpoiika VPN coennHeHns ¢ donnmanamm.

Brenperve ServiceDesk.

YnpasneHve napkom KoMmboTepos ~200wrT.

MoHTax CKC.

A TaK xe bbiny nepeHeceHbl NOYTOBLIV cepBep U cepep yata Ha Unix/Linux cucteMbl Anst ocBOBOXaeHUS
pecypcoe RDP cepsepa Ha koTopoM paboTanu Bce Tpu CryXobl.

BpeMmeHHo vcronHsn 06sa3aHHOCTM HadanbHrKa otaena UT u web-paspabotyvka

KazlnvestBank, AO

®DUHaHCOBbIN CEKTOP
» Bank

Cneumanuct TEXHNYECKON noanep>XkKun

O6paboTka 1 pelleHne 3asiBOK MO TENEGIOHY;

O6cnyxuBaHve napka komrbotepos Ha 6ase Windows XP-7 (~250wT.);
AnmuHncTpupoBaHue ServiceDesk o1 ManageEngine;

PerncTpauus 3asBok B ServiceDesk;

KoHcynbTaums knmeHToB 6aHka no tenedooHy (kib-online.kz)

Bblesn k knueHTam 6aHka Ans HaCTPONKN UHTEPHET-6aHKMHra
AnomuHucTpupoBaHmne 1 obenyxmeaHve Beb-cepeepa Ha 6asze Centos (putty);
AHanus n asTomatusaums pabotbl otaenos HelpDesk u Developers;
CoszpaHue 1 BHegpeHue kopriopaTueHoro noptana Ha 6aze CMS “WordPress”;
HacTporika npuHtepos HP, Canon, Xerox, Lexmark

KoopaomHupoBaHve v pacnpeneneHve Harpysku B pabote otaena Help Desk
O6y4eHue HoBbIX cOTPynHMKOB oTaena HelpDesk

Nenunoc, TOO

Hedbtb 1 ras
* [CM, TONnMBO (PO3HNYHAS TOProBns)

Cu1CTEMHBIN agMUHKUCTPATOP
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OnepatnBHoe obcnyxvBaHue TpEx 0hMCOoB B AnMaThl: KOMMbIOTEPBI, MPUHTEPLI, CEPBEPbI 1 MUHK-ATC,
Tex. Mopnepxka;

MonHsTne nomeHos Ha 6ase Win2003 (AD, DNS, DFS, DHCP, DFS, antivirus update server, print server);
O6cnyxuBaHve MaplpyTusatopa Ha 6aze OpenSuse, Ans CBA3M Mexay odoucamu;

AnmuHucTpuposaHune windows XP-7 & server 2003-2008;

ObecneyeHune 0TKA30yCTONYMBOCTY JOMEHA M CETW UCMONb3Ys CUCTEMbI PE3EPBHOMO KOMMPOBAHNS 1
AHTUBMPYCHOW 3aLmMThI;

Jln3aiiH n MOHTax NnokanbHOM 1 TeNeOOHHON CeTu;

O6cny>xuBaHmne NPUHTEPOB;

A Tak e MOHTax poni-fnonoTHa 1 NMOTONOYHOIO KPOHLWTENHA ANs NPoekTopa B KOHhepeHL, 3arne.

Kasaxcko-AmepukaHckum YHuBepcuter
|_|pVIKJ'Ia,EI,HbIX Hayk, BbluncnutenbHas TexHuka n nporpamHoe obecneyeHne

ATnuHbIN XakuHr ¢ Metasploit
Udemy

Computer Networks
Geek Brains

Qualys Vulnerability management
Qualys

AHanu3 6e3onacHocT Be6 NpoeKkToB
Stepik

Burp Suite
Udemy

Cybersecurity Fundamentals
Kaspersky Labs

ZeroSecurity: A

Pentestit, IHdhopMaumoHHas 6e3onacHOCTb

ICND1&2

Axkapemus tenekommyHukauuii KUT, TOO, Interconnecting Cisco Networking Devices

EC-Council
Aspen EC-Council, CERTIFIED ETHICAL HACKER (PRACTICAL)

Kaspersky Lab

Kaspersky Academy Cybersecurity Certification, Cybersecurity Fundamentals Certification



CERTIFIED ETHICAL HACKER (PRACTICAL)

2019 Burp Suite
Cybersecurity Fundamentals Certification

2016 Zero Security: A
3HaHue s13bIKoB Pycckuii
AHrAnncKmn
Hagbiku AnmuHucTpupoBaHue cepeepoB Windows  Unix  AoMuHMcTpupoBaHue cepeepos Linux

Active Directory Hactpoiika DNS  AOMMHUCTpMpOBaHWE CETEBOrO 060pYA0BAHNSA
VMware DHCP VPN Hactpoiika noytoBbix cepeepos  MySQL

MS SQL Server MwuHu-ATC  Teamleading 3aknoueHue 0OroBopoB

PazpaboTka 1 BHeapeHe NoAnTKK 1 npouenyp  Ayaut MHCpOPMaLIMOHHO 6e3onacHoCTH
Penetration testing  YnpasneHve npoektamu

BHenpeHue cructeM MHpopMaLMoHHoM 6esonacHocT  Linux  Waf  Kaspersky Labs

Fortinet Cisco Postfix PykoBoocTBo KONNEKTVBOM

MMeeTcst cOBCTBEHHbI aBTOMObBUb
MNpasa kateropwn B

PekomeHpaumm Kazlnvest Bank

060 MHe 1-oe mecto TheStandoff 2020 B coctase komaHapl Codeby n NitroTeam
2-oe mecTo TheStandoff B mae 2021 B cocTase komaHasl Codeby n NitroTeam
1-0e MecTo TheStandoff B Hosibpe 2021 B cocTae komaHabl Codeby&NitroTeam

TpynontobuBblli, OTBETCTBEHHLIN, UMEtOLWMA 0BWMPHLIV onbIT B VB, Kak B offense, Tak 1 B defense
HanpasneHnsX.

MHoroneTHuiA CTax CMCTEMHOrO aaMUHUCTPUPOBaHWS cepBepos Ha 6aze Windows, Linux, Unix cuctem,
LIOMEHHOI UHAPPACTPYKTYPbI 1 CUCTEM BUPTYyanusaumm Ha 6ase vmware.

HacTpausan nHgopMaLmnoHHyto 6e30MacHOCTb KOMMaHWUI ¢ Hyns. PasrpaHnyvBan DOCTyrbl K cepBepam
BHYTPY CETU, B MHTEPHET 1 Ha nokanbHbIx MK, HaTMpoBan NopTbl CHAPY>XKM LOMOYTOBOrO WA03a 1 T.M.
Hactpawvan wnto3bl Ha 6a3e PFsense, OPNsense, squid, fortigate, Kerio Control, VPN cepsep ans
NOAK/I0YEHNS ounmanos(ipsec, openvpn), yaaneHHbI JOCTyn 418 COTpyAHUKOB KomnaHum ¢ 2FA(OTP).
MnotHo pabotan ¢ CISCO ESA, McAfee security email gateway, FortiWEB, OpnSense, PFsense,
Kaspersky SC, Kaspersky ES,

JoctaToyHble HaBbIKu 1 ONbIT HACTPOKK SElinux

MOCTOSIHHO 3aHNMAOCh CaMOPa3BUTUEM 1 0BYYEHVEM.

C nérkoctblo coan CEH Practical

YeCTHbI, OTBETCTBEHHbINA, NOOMI0 MHOr03a4a4yHoCTb B paborTe.

Crapatocb Bceraa AoBOAUTb NMOCTABNEHHbIE LN A0 KOHUA.

Monyyaro yioBONbCTBME OT 3aBEPLUIEHHbIX MPOEKTOB/peann3aumnii, KOTopble MPUHOCAT NONb3Y KOMMNaHUU.



Bcerna cMoTpto Ha ntoboe BHeLpeHWe v NPOEKT C pasHbix ToHek 3peHust offense/deffense.
He KOHGNUKTHBIN.

He kypto n He nblo.

He nnaHupyto MeHsiTb paboTy, HO PaCCMOTPO MHTEPECHOE NPELNOXEHNE.

MpvBnekaet obnactb neHTecTa/ayauta ub.

Tak Xe paccMOTPIO BapuaHT yaoaneHHOW Uin NPOeKTHO paboTbi.



